
1

COOL 
OR

UGLY?

The Internet
The Internet



IS INSTANT 
AND IT’S 
EVERYWHERE, 
24/7.

THE DIGITAL WORLD

United Nations Children’s Fund
UNICEF Malaysia Country Office
Wisma UN, Block C, 2nd Floor
Kompleks Pejabat Damansara
Jalan Dungun, Damansara Heights
50490 Kuala Lumpur, MALAYSIA

kualalumpur@unicef.org
http://replyforall-my.tumblr.com



1

Children and young people are using the internet for 
all kinds of cool things—to learn and research; keep in 
touch with family; make new friends and socialize; to 
share their thoughts; to create videos, music, art and 
apps; as well as for chilling and just plain relaxing.

But the internet is also being misused and 
abused every day; and children and young 
people are paying the price. Some are 
being shamed with mean, nasty and hurtful 
comments, while others are being stalked, 
harassed, “groomed”, abused and sexually 
exploited. 

ReplyForAll-MY by Digi, R.AGE, WOMEN:girls 
and UNICEF is part of a global campaign to make 
the internet a safer place for all of us. It’s about 
getting more informed, about being kinder, about 
being a little more careful about who we chat 
with and what we read and post. And, it’s about 
supporting one another and working together to 
end violence online.

Together, we can make a stand. Because 
when we help one another find the 
right ways to respond, we can send a 
real message.
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This dark and 
ugly side of the 
internet is just 

not cool!

#ReplyForAll-MY 
for a better digital 
world for children.
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As you grow, you have more 
responsibility to make choices and 
exercise your rights. You can show 
your respect for the rights of others 
in different ways. 

For example, you can:
 
•  Always treat others fairly

•  Respect others’ right to education 
by helping them learn

•  Respect others’ right to protection 
from harm by being kind and 
stopping bullying

•  Respect others’ right to share 
their views by asking what they 
think or want to do

•  Respect the privacy of others by 
not sharing their information or 
photos without permission

•  Tell a trusted adult if you have 
been hurt, neglected 
or badly treated so 
they can help you

All children below 18 have special 
rights, from the very day they are 
born. Rights are what you should 
have or be able to do to have the 
best start in life.

These rights are protected by the 
United Nations Convention on the 
Rights of the Child (CRC), which 
Malaysia acceded to in 1995. In 
42 out of its 54 articles, the CRC 
describes the bare minimum of 
a safe and secure childhood for 
children.

These basic standards apply without 
discrimination to all children, 
everywhere—both offline and online 
—to enable you to live a happy life, 
and to give you a bright future! And 
here’s the important thing—no one 
can take these rights away from you!

Many adults are responsible to do 
what is best for you. The Government 
has the main responsibility to make 
sure your rights are protected and 
provided for.

YOU ARE BORN 
WITH RIGHTS
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CHILD 
RIGHTS IN A 
DIGITAL AGE

There are several Rights from the Convention on the 
Rights of the Child that are particularly relevant to your 
safety, development and wellbeing in the online world!

Right to 

express 

myself

Right 

to 

participate

Right to learn

Right to be not discriminated against
Right to be 

heard and 

respected

Right 
to privacy 

and 
reputation

Right 
to age-

appropriate 
information

Right 
to protection 
from violence 

and 
bullying

Right to 
develop my 
talents and 
potential to 
the fullest

Right 
to leisure, 
play and 
culture

Right to 

be safe from 

sexual abuse 

and pornography
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PERILS AND 
OPPORTUNITIES: 
GROWING UP 
ONLINE
To better understand young people’s concerns and views about their digital 
world, UNICEF and Ipsos carried out a global poll in 2016 with 10,000 18-year-
olds in 25 countries representing all parts of the world, including Brazil, India, 
Indonesia, Jordan, Morocco, The Philippines, Thailand, Vietnam, UK and USA.

Teens in Malaysia also contributed to this survey! From 11-29 April, young 
people were randomly approached on the streets in Kuala Lumpur, Petaling 
Jaya, Johor Bahru and Penang. Those who fit the bill—18-year-olds—were 
invited to participate in the survey electronically.

Perils and Possibilities: Growing up Online is the outcome; providing insights 
into what the internet means to young 
people; how they feel and what worries 
them when they are online. We learnt 
that over 40% of the teens polled 
globally began using the Internet before 
they were 13 years old. These insights 
are useful to UNICEF to help us meet 
the needs of our children and youth.

Access the global report: 
www.unicef.org/endviolenceonline
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WHAT TEENS IN 
MALAYSIA SAY: 

Recognising danger

Security is
important

Confident
online

agree their 
friends engage 
in risky online 
behaviours.

87% 

91% 

3 in 4 teens agree children are in danger of 
being sexually abused or taken advantage 
of online.

say protecting their 
own security and privacy 
while online is important.

82%
are confident in their 
own behaviour and 
say they are relaxed 
when online.

89%
say they know how 
to avoid dangerous 
or risky online 
situations.

80%
say they have 
learned how to deal 
with people who 
make unwanted 
sexual comments or 
requests online.

Turning to 
friends and 

family for help

85% 
say they would turn 
to friends if they felt 
someone were to 
threaten them or make 
them feel unsafe online.

Girls are more likely than 
boys to seek help from each 
of these sources if someone 
were to make them feel 
unsafe or threatened online.

Receiving sexual comments 
or requests is more worrisome 
for girls (87%) than it is for 
boys (74%).

76% 50% 
would tell their 

parents or 
caregiver.

would tell a 
teacher.
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Did you know that close to 80% of 
reported rape cases by sex offenders 
in Malaysia over the past two years 
involved internet acquaintances, with 
the majority of victims being under 
18?

The act of “grooming” a child for 
sexual acts has emerged as a 
troubling issue, as more and more 
sexual predators use the relative 
anonymity of the Internet to reach 
out to victims.

SEXUAL CRIMES 
AGAINST CHILDREN: 

FROM ONLINE TO 
OFFLINE 

Internet-related reported rape cases, 2015 
Comparison between children and adults, 

Royal Malaysian Police

16%  
Over 18 
years old 

84%
10-18 

years old

PREDATOR IN MY PHONE 
The R.AGE youth journalists reveal their shocking stories 
and hidden camera footage after six months of undercover 
meetings with child sex predators in Malaysia. Watch the 
investigative video documentary series that uncovers how 
predators are using social media and chat apps to sexually 
abuse and exploit children. Watch it at http://rage.com.my/
predator/

6
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Grooming happens both in person 
and online; by a stranger or by 
someone a child or young person 
knows. Groomers will hide their true 
intentions and may spend a long time 
to gain your trust.

Groomers will do this by offering 
you “friendship” and understanding; 
giving you attention; using flattery; 
buying you gifts; and/or using their 
professional position or reputation.

Once a groomer has established 
trust, he or she will exploit the 
relationship by isolating you from 
friends or family and by making you 
feel dependent on them.

Groomers may also introduce 
‘secrets’ as a way to control or 
frighten you. Sometimes they will 
blackmail you or make you feel 
ashamed or guilty to stop you from 
telling anyone about the abuse.

CHILD 
SEXUAL 
GROOMING

How does 
grooming happen?

Grooming is when someone builds 
an emotional connection with you to 
gain your trust for the purposes of 
sexual abuse or exploitation, either 
via mobile telephone, webcam or in 
person.

Children and young people can be 
groomed online and offline, by a 
stranger or by someone they know. 
Many children and young people 
don’t understand that they have been 
groomed, or that what has happened 
is abuse.

 

What is 
“grooming”?

FREQUENTLY 
ASKED 
QUESTIONS
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THERE ARE PERVS 
AMONG US WHO 

PREY ON CHILDREN 
TO SEXUALLY 
ABUSE THEM

Groomers are using social media 
sites, instant messaging apps, dating 
apps, or online gaming platforms to 
find their victims. Sometimes, they 
will send messages to hundreds of 
users and wait to see who responds.

The groomer will then spend time 
learning about their victims’ interests 
from their online profiles and use 
this knowledge to help them form 
relationships.

What 
about online 
grooming?
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The first thing you should do is tell an adult that you trust. They 
will be able to help you. Blocking or deleting the person from 

your contact list is another good thing to do, but make 
sure your parents or a trusted adult is aware of what has 

happened too. You should also report the crime to your 
local police immediately.

Page 14 tells you how to make a report to CyberSecurity 
Malaysia; and page 15 provides counselling hotlines you 

can call.

• Age and appearance of their victim  
• Comments that reveal if a person 

is lonely, has low self-esteem 
and feels neglected by family and 
friends

• Usernames or comments that 
are flirtatious or are sexually 
suggestive

When sexual exploitation happens 
online, children and young people 
may be persuaded, or forced to: 
• Send or post sexually explicit 

images of themselves
• Take part in sexual activities via a 

webcam or smartphone
• Have sexual conversations by text 

or online

Groomers may threaten to send 
these images, video or copies 
of conversations to their victims’ 
families and friends unless they take 
part in other sexual activities. Images 
or videos may continue to be shared 
long after the sexual abuse has 
stopped.

You can attract unwanted attention 
from people you don’t know or 
people you do not want to be talking 
to when you share suggestive 
pictures of yourself on public online 
platforms.

You have no control of your image 
and will not know who is looking at 
your picture or where it may end up.

If you are below 18 years old and 
have a picture taken of yourself 
wearing minimal or no clothing, 
it can be considered to be child 
pornography.

What should I 
do if I realise I’m 
being groomed?

How are victims 
sexually exploited 

online?

What information 
do groomers look 

out for?

What is the risk of 
sending images of 

myself?
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PERV ALERT: 
SPOT THE 
SIGNS 
If you talk to strangers online, it’s important to be careful, to trust your 
instincts and know what to do if things go wrong. Here are some 
warning signs:

10

Adapted from Child Exploitation 
and Online Protection (CEOP)
www.thinkuknow.co.uk/
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Flattery
Do they praise pictures on your 
profile, telling you that you’re 
pretty, fit or sexy? They will try 
to make you feel special or good 
about yourself. It’s harder to think 
critically when someone’s praising 
you, so be especially cautious.

Can we meet 
“privately”?
Did you meet in a game or a 
chatroom? Have they asked to add 
you on Facebook, Whatsapp or 
anything which allows private chat? 
Private chat makes it easier to start a 
relationship and build trust with you. 
Think before adding people to your 
networks.

Our little secret? 
Groomers don’t want other people 
to know they’re chatting with you—
because other people, family or 
friends, may be able to help if things 
go wrong. They might ask you to 
keep your chat a secret or say you’ll 
be in trouble if others find out. If 
someone is making you do things 
you don’t want to do or are not 
comfortable with, you shouldn’t keep 
it a secret.

Got 
any sexy 
pictures? 
They might ask for sexy pictures 
and tell you that other young 
people send them. Remember, 
if they’re asking you for indecent 
pictures they are breaking the law.

Let’s talk 
about sex
They will try to get you to talk 
about sex, or show you porn. Most 
of us feel less shy online than in 
real life so talking about sex can 
be easier. Be cautious. You don’t 
have to say or do anything you’re 
not comfortable with.

Mood swings
People who abuse try to control 
young people by flattering them 
and giving lots of attention. If 
young people don’t do what 
they want—they take that away 
or suddenly become very nasty. 
You don’t have to do anything 
you’re not comfortable with.
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BE HEROES 
WITHOUT CAPES
10 TIPS TO BE AN ACE DIGITAL 

CITIZEN

Keep passwords safe
Creating a strong password and changing it 
often will keep you safe online. Don’t share your 
passwords with anyone and don’t use the same 
password for all your accounts.

Respect all
Be considerate and kind on 
social media. Respect others 
even when they have different 
views from yours.

2

3

Value your reputation
Your digital and online interactions are a unique reflection of you. 
Your online behaviour will leave a trail of information that can be 
tracked, saved, or shared, even when you think you’ve deleted 
them. Be careful about what you post and share online about 
yourself and others.

1
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Give Credit
Don’t forget to credit 
the author or creator 
if you borrow or use 
their ideas, words, 
music or art.

Cyberbullying hurts the victim, 
can be dangerous, and will have 
consequences if discovered. The 
cool thing is bullying cannot happen 
if bystanders decide to act against 
it. Confronting cruelty is just as 
important as not engaging in it. Stand 
up for what is right!

Don’t spread 
rumours
or post and/or share hurtful 
or embarrassing stories or 
photos of others. Things that 
may seem funny to you can 
hurt someone.

Online friends
Be smart about who you accept 
as your new online “friend”. Some 
people may pretend to be someone 
they are not on the internet.

8

5

9

7

Photos
Think twice before you 
share a photo of yourself, 
and how it may be used 
against you.

4

Stop cyber
bullying

Trust 
your 
instincts
If something doesn’t 
feel right, talk to 
someone you trust and 
get their advice on what 
to do.

10

It’s not okay
Don’t log into other people’s 
accounts or use their 
phones or profiles without 
their permission.

6
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PROTECT YOURSELF AND YOUR FRIENDS

BE AN 
ONLINE HERO: 

REPORT 
CYBERCRIMES

Cyber999 
Call Office Hours:
1-300-88-2999

Emergency Calls:
+6019 266 5850

SMS to 15888:
CYBER999 REPORT 
(email) (report).

Email to: 
cyber999@cybersecurity.my

You can also make a police 
report by calling 999.

Report illegal content such as 
child pornography through the 
Internet Watch Foundation hotline: 
https://report.iwf.org.uk/en

14
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Don’t keep 
your fears 
to yourself

If you are worried about your safety or something that has happened to you 
online, speak to an adult you trust immediately.

There are also several organisations in Malaysia who will listen.

Befrienders Malaysia
24 hours daily:
t: +60 3 7956 8144 / 7956 8145 
e: sam@befrienders.org.my

Federation of Family Planning 
Associations Malaysia (FRHAM)
Mon-Fri, 9am – 5pm:
t: +60 3 5633 7514 / 16 / 28
e: frham@frham.org.my

Protect and Save the Children
Mon-Fri, 9am – 5pm:
t: +60 3 7957 4344
e: protect@psthechildren.org.my

Women’s Centre for 
Change, Penang
Mon-Fri, 9am – 5pm:
t: +60 4 228 0342
e: wcc@wccpenang.org

NEED TO 
TALK TO 

SOMEONE?
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Share your ideas and join the conversation: 
http://replyforall-my.tumblr.com

How would you react?

IGNORE?
BLOCK?
DELETE?

C’mon, just 
send me one 
          photo!
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“Our work on the video documentary series Predator In My 
Phone uncovered the dangers of online grooming, especially 
on the vulnerable. Without specific provisions in the law on 
grooming, there is a chance that they will prey on and exploit 
more children.”  
Ian Yee
R.AGE Editor

“As Malaysian parents, we must overcome our reluctance to 
have frank and open discussion about sexuality with our own 
children. The responsibility also falls upon us parents to stay 
vigilant about our children’s online activities.”
Low Ngai Yuen
President, WOMEN:girls

“Every child has a right to have access and gain from the benefits
of connectivity, and at the same time, to be protected from those 
who seek to exploit the Internet for unethical reasons. As such it 
is critical that we continue to work with partners to nurture digital 
resilience among children in Malaysia so they can navigate the 
virtual world safely.”
Albern Murty
CEO, Digi Telecommunications Sdn. Bhd.

”Youth in Malaysia are amongst the most digitally connected 
in the world; they should equally be the best protected when 
engaging online. Most child abuse cases in Malaysia are 
perpetrated by people that the child knows—not just by non-
Malaysians and strangers, and it’s now happening online—not 
just in real life.” 
Marianne Clark-Hattingh
UNICEF Representative to Malaysia
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#REPLYFORALL-MY
To End Violence Online

replyforall-my.tumblr.com


